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ABSTRACT

Deep learning is attracting great attention, showing excellent performance in image processing, but is vulnerable to
adversarial attacks that cause the model to misclassify through perturbation on input data. Adversarial examples generated by
adversarial attacks are minimally perturbated where it is difficult to identify, so visual features of the images are not
generally changed. Unlikely deep learning models, people are not fooled by adversarial examples, because they classify the
images based on such visual features of images. This paper proposes adversarial attack detection method using Symbolic
Representation, which is a visual and symbolic features such as color, shape of the image. We detect a adversarial examples
by comparing the converted Symbolic Representation from the classification results for the input image and Symbolic
Representation extracted from the input images. As a result of measuring performance on adversarial examples by various
attack method, detection rates differed depending on attack targets and methods, but was up to 99.02% for specific target
attack.
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Prediction : F(x)

Representation of F(x) : R(F(x))
Transform

F(x) = R(F(x)

Representation of x : R(x)

Match .
X Legitimate
Compare with

R(x) and R(F(x

Not Match Adversarial

Input image x

- CNN
S (Model)y

Symbolic Representation Extract

Fig. 1. Adversarial Attack Detection Based on Symbolic Representation
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Table 1. 3-Attribute based Symbolic Representation

Attribute Value
Color Red, Redblue, Blue, Yellow

Circle, Diamond, Hexagon,
InverseTriangle, Triangle,

Shape Square, RectanlesUp,
RectanglesDown
. Blank, Character, Direction,
Figure

Number, Picture

Table 2. 6-Attribute based Symbolic Representa-
tion

Attribute Value

Warning, Parking, Prioirity,

Category Prohibitory, Mandatory,
Indicatory
Edge Color Red, Blue, White
Circle, Diamond, Hexagon,
Edge Shape InverseTriangle, Triangle,

Square, RectanlesUp,
RectanglesDown

Red, Blue, White, Yellow

Central Color

Blank, Character, Direction,

Figure Number, Picture

Diagonal Line Zero, One, Two

o]z olmR R FA =09l HAE do|E
]Eh 2,520709] o|mA 2 FA = Al
FEFAH BErdS A7) 98 CNN(Co
nvolution Neural Network)S AHE-d}glond,
AlF-sh= shgdlole]l AlEE F3) train accuracy
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slgond AFHo 7 test accuracy’} 96.9% A
grs /B EREDE A g aeEA
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4.2 Symbolic Representation £& DE AM

dlole] AlEe] Fe~M & Symbolic Representa
tion A “2' % A2Jsle] Symbolic Representa
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£ 2945 H]JL?SV] Qs 45 3N, 6702 At
Representations A¢J391.em, Table 1.3} Tabl

e 2.7 Zt}. 3-Attributes ©|"|#A|¢] (color), &
o¥(shape), 23 (figure) 22 A 2lslglon 6—Attri
butet 3-Attribute® Rt} AlE3tslo] -3 (categ
ory), 7Fgzke] A(edge color), 7FgAte] 2ok(edg
e shape), %% (central color), ZH(figure),
24 (diagonal line) &2 A 2slsir}.

kx4 A2lgk Symbolic Representation 714
o uwte} 3-Attributeo] 7]Wksl Representation
%% wdl3 6-Attributeol] 719+ Representati
on % R4, 7 /A& A3

Symbolic Representation 5% =92 CNN
& 7Hke g olm|z|9} o|n|z] F¥lH Symbolic R
epresentation <2 Ea AAslgom Repres
entation £43& F%317] $18] Multi-label (Bi
nary Relevance)® <3ttt &, o]vlx] x¢] S
ymbolic Representation®] Red, Triangle
Numberzhd xoll tigh y 32 A4 $433 (Y R
ed, Blue, Yellow, Circle, Diamond, , Triang

-yoll haled {1,0,0,0,0,1,--}2] 7 7pAlc},

Symbolic Representation & =92 AA
gt A7 3—Attribute°ﬂ 719kt Representation
F= mdo] AT 99.37%5 How 6-Attr
ibutedll 7]4lgt Representation F& w@e] A
= 98.93%5 Ryl

4.3 My ofjH Yo

A4 FA9H el BIM(Basic Iterative Met
hod), PGD(Projected Gradient Decent), C
W(Carlini& Wagner) Attacke AFS-3slo] 2ER
A FREdS FANALCR L EFE S AdA
NAE Aot A FeEE 3N, 6789 &
44 7}A]+= Symbolic Representations #<fs}
QAR o FHavsE oA frAdow al
3] Symbolic Representatione] %3 %7}
gor olF mefsle] b o] A HiEE 3
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1) Specific Target Attack: Symbolic Repre

sentatione] tF& FAZE Targeto 2 54

2) Random Target Attack : F2h¢] S
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3) Untarget Attack : Target $lo] & &
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AEE A83le] Felamtel 20709 AHdlA A&
sl om, H2E dolE] AES Z do]
el $7) 2070 wIRkel Feeot EAEke & S
2= 2070 vIke] Ao ofA7F A= A
7zt 34 dae|Ed 34 AEES Table 3.3}

a
). specific target attack?] 7% Symbolic
Representation®] ©}& ZFH2E targetoZ ¥

Aslgl7] wlol 3-Attribute based Symbolic
Representation® 7]5522 Representation®]
2 R T4 A9t 6-Attribute based
Symbolic Representatione 7]52% Represe
ntatione] t}& F¥~2 AT AAE )

FEEAT BREd T T 43ES 34

2
3 2 Wl wel AdolsA|t, A 85%c14]
U 97%E Hion, FHo| Ayt ”Hﬂ o ARk
= HHAT 45 98 ARkl Fig. 2.= C
W(specific target attack)% AS-3 }03] A3 g
AR A G HofFn] B2 Q& o|v]x], F7H
FAL 31F target label®] olv|x] LE2%2 AE
o|F|A| S target label® SLEFIIEE A= A
A el Alelct. AAAH HHA A= AAHeR o

# olplAsh 2 Aolrh §les & ek

Rl AR A oA g e

Ael7] g3 Aak olelA W A oAlel] elstel

]

Ak W sl olwx|7} Al o|A”1A] o]
3] wstell é* olw|x]ef| thgt Q&to] dehi
ARl 7k et givk. 53] AdA dAlE 2nt
Aol gt e¥hgo] ol
oo, 2 e Rde EWTJ% s L Ay
o]m| 2] (Negative) &
Arko g guleA debslglex 1 H7}sl= True Nega
tive Rate(d5H&) ot A4 o]wA1E A oAl (Posi
tive) 2k #H3ld=A] H7lsl= False Positive Ra

te(L58) 5 A Al (3),(4)¢} 2t

HA

=]
[e)
wak Algket A oflA] &=] w2 Symbolic

Table 3. Adversarial Attack Success Rate

Attack BIM PGD CW
Specific
Target 89.46% | 94.63% | 92.16%
(3-Attribute)
Specific
Target 84.46% | 95.19% | 93.26%
(6-Attribute)
Random 85.97% | 94.36% | 92.98%
Target
Untarget 97.52% | 97.52% | 96.56%

Representations &-83le] AhA] o2& ©A|3}17]
el o]v]|x]e] W& Symbolic Representation
22 udd] AHiwr) Jod €= ArE AlgEd S
%l Symbolic Representation % =92 A4
o]z I oz} Al Aol sl P& o]l (|
% )9} o] Symbolic Representations & 5
Zafolo} gt} o5 Fo], Y& o[v|A]9 labele] 0
o] & o]ulA] S label 12 SHEFIEE 5ozl
A AL olE wll, AiA oA ZHE Symbolic
Representations FZ34 label 0& 71Xl &
olu|x] (M= )2 Symbolic Representatione] 1+
Sfof ghe}, whEhx], HhA eflAllell HHall Symbolic Re
presentations A F=31=A Frlsr] sl
Exact Match Rate(R3Ex)E 43 A& (5)¢}
A},

adversiral label 40

true label 1

target label 40

true label 4 target label 25 adversiral label 25

true label 21 target label 34 adversiral label 34

Fig. 2. Example of Adversarial Attack(CW)
(left:origin image, central:target image,
right:adversarial example)
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wak AlQk vhge] Al oAAE &nlEA A3}
g+A Hr7ksl7] 98 True Positive Rate(Detec
tion Rate, ®4&)& SA3H A2 (6)3} 2t}

True Nagative

~ Thrue Nagative + False Positive ©

False Positive
FPR= True Nagative + False Positive @

_ Thenumberof Correct Predictions

EMR Total Framples

®)

True Positive
TPR = True Positive + False Nagative ©)

44.1 B4 olo|xlof chet EXIAS B}

kA 4.29014 Symbolic Representationel ©
sl A48 N, 6712 AAska 3-Attribute ba
sed Representation % =% % 6-Attribute
based Representation 5% Z®-& AAsksich.

A} olu]z]dl wf3led Symbolic Representati
on % R4 7Nk x5S Ao T
rue Negative, False Positive Ratedl ot 2
= Table 4.9} Zr}. 3-Attribute 7|4}t Repres
entations g3t &A] uhe] 79 A4} o|n|
7F =S o, 98.29% % Ao w gul=A %
dafelon], 1.71%% AA A= 24X @53l
t}. 6-Attribute 714} Representation2 &-&3F
735, 9T.11%2 Ao gnl=A selsigon
2.30%% AA oAzt A3 geiglct.

442 MM ofdofl ciet Symbolic Representation
FE &Yt

7+ 37 EXE(specific target, random targe
t. untarget)el Wz} BIM, PGD, CW Attack®
3 AARE AA oAl W& Symbolic Repre
sentation % 249 455 Hrisiged A3
£ Table 5.9} 2t} Table 5.+ Attribute 5=l
w2} 3-Attribute 71%F Symbolic Representati
on ¥ AHZ¥E % 6-Attribute 7]4F Symbolic
Representation 5% H2=g vepdr},

Table 4. Evaluation of Symbolic Representation
based Detection for Clean Image

Type of Symbolic | True Negative | False Positive
Representation Rate Rate

3-Attribute bgsed 98.99% 171%
Representation

6—Att1j1bute bgsed 97 70% 2.30%
Representation

Table 5. Evaluation of Symbolic Representation E
xtraction for Adversarial Example

3-Attribute | 6-Attribute

Adversarial Attack based based
Exact Match Rate

BIM 81.22% 85.50%
PGD 88.48% 92.34%
CW 99.40% 98.53%

Specific
Target Attack

Mean 89.70% 92.12%

BIM 83.39% 85.12%
PGD 87.76% 92.42%
CW 99.26% 98.67%

Random
Target Attack

Mean 90.14% 92.07%

BIM 99.15% 98.31%

Untarget P P
Attack PGD 98.87% 98.37%
CW 99.72% 98.87%

Mean 99.25% 98.52%

3-Attribute 7]¥F Symbolic Representation
F%& wdlo] 79 gpecific target attacko@ A
A= AdA A tiste] T 89.70%2] Repre
sentation & H&¥E=E 2929 random targ
et attackeZ AAE HdH A= HT 90.1
4%, untarget attacko2 AAE ZdlA odAl+=
At 99.25%° AHEEE 2odvl 28]l 6-Attrib
ute 7|4} Symbolic Representation % =9
£ gpecific target attacko® AAE HhA o
Al thste] FF 92.12%2] Representation 3
% HFEE ¥ger random target attacke
2 AAE AdA oAl Ht 92.07%, untarget
attackeZ A= ARA A= H+ 98.52%]
Ages ®Holrh &, AWA oA ds Hd 9
4% ©]* Representations 2ul=A 53
Bt

kA, A olvAle g & AEE 99.37%
(3-Attribute based), 98.93%(6-Attribute ba
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Table 6. Evaluation of Proposed Method for Adversarial Example

3-Attribute based 6-Attribute based
Adversarial Attack . Ratio of Attacking . Ratio of Attacking
Detection Rate Same Representation Detection Rate Same Representation
oo BIM 98.02% 0% 98.21% 0%
Targ‘e)fitfack PGD 98.98% 0% 99.13% 0%
cwW 99.85% 0% 99.74% 0%
fand BIM 85.92% 12.48% 89.12% 9.12%
Targe?Ao‘;[;lack PGD 87.61% 11.66% 90.52% 8.60%
W 88.46% 11.54% 91.42% 8.43%
Untareet BIM 48.12% 51.46% 63.75% 34.59%
Etgcglf PGD 48.80% 50.63% 65.16% 33.711%
W 49.15% 50.85% 64.08% 35.35%
sed)ell ®]3] Bl A zghd| olw|A 2 FAg A5 BA A 331ed7] witeln)

target attacko® AAE A oA & A
357} target Attacke® AAE ZuE oA 4
w3 =A Ve A
o] v A7| wjrelt),

443 MohH ofdlof chet BiXjds ot

Symbolic Representation 7]¥F &z <A
@A we] Ass Hrkelr] fls A 34
ecific target, random target, untarget)el w
2} BIM, PGD, CW Attacks %3 4= A4
A qAE Yo IS Frskd

Table 6. 3-Attribute ¥ 6-Attribute 714t
Symbolic Representationd 2843t Hul#] <A
XSS T4 HxEE n|wdth. %2 Detectio
n Rate™ oA Aol gk &gt Ah x|
H|E %3} Ratio of Attacking Same Repres
entation> 4 o]vA|e] tizle] HujH FAE F
3 ALE A oA F Y eo|vR| ¢} TUg Re
presentations 713l onX| 2 FAZ v|E W)

374 H¥xol wel v|wsld-S v, specific targe
t attackell gt ©A&L2 <F 98~99% oo
e A oAE HAE S HAEE B
93 random target attacks °F 85~91%<| &
21&S Bk, wbdel|, untarget attackel wigh
AL 48~65%% A elydtt o= Al F
AL & o,

X (sp

=

Symbolic Representatione] £

SkA] odggt wlel Ze] Symbolic Representat
iong AT of, d% Fa=Y HF oA F
A3 3E 7HAle webA, Symbo
lic Representation®] ©t& Z2E targetl=
373 specific target attack ¢9] random ta
rget attack®} untarget attack® 2% FdF
Representationg 7Hl ZFdl~2 343 = 7497}
AR, B =ollA] Aldkshe WS olmx| 9 S
ymbolic Representation vlzZdozx FH&
gA87] wiel, 34

presentation® 7}l o] x]i on= Q T2 34
S & 9@R8kA] £tk Table 6.914 7+ &4 ¥
2 548 Representations 7H2l oA = ¥

gk 8]E5 ¥4 random target attack® untarge
t attack® 79 L v]&o] Sl wEl g ol
Hashe s o b olvk =3, 5U3 Repres
entations 7F4l o|WIA 2 A we} @25}
E Aok, oo AdA oAE &
]

Table 7. Comparison of Detection Rate by number
of Symbolic Representation for Adversarial Example

Adversarial | 3-Attribute | 6-Attribute Rate of
Attack based based Increase
Specific
Target 98.95% 99.03% 0.08%
Attack
Random
Target 87.33% 90.35% 3.02%
Attack
Ugttf;flft 48.69% | 64.33% | 15.46%
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w3k, EA Aol wE "HAES vkl o,
A= Table 7.7 #r} 3-Attributeel] 7]4kt
2] whye] A9 specific target attackell disf
i oF 98.95%, random target attackell thHaj
87.33% =81 untarget attackel s 48.6
9%<] "A&E Bolow 6-Attributeel] 71vkeF &
A " el 79 specific target attackel] o3 &
 2F 99.03%. random target attackel s 9
0.35% —18]1 untarget attackel =& 64.33%
o] B &E By, FAEREE $A el ujet
GRA]§-2 vlagk A3 6-Attributecl] 7]HkF g4
Hho] 3-Attributeel] 7|WeF &2 why Hr} of
0.08%., 3.02%. 15.46% =& ©A|&S 2o,
Symbolic Representationd] A 757} @2
5 A Eo] Erhe AS & F ol

V.1

]

B =12 o|nA¢] AAAH <l EAQl Symbolic
Representation 7|5k 22 of|A4] ©&x] WS A
Qkeksitt. o|mlx|e] ®mef AdFl zro] A|ZbAe]w
A el 28 Symbolic Representatione]&}
skar, &A1 e W SAReR P Al
ol &4 MeE 34, 6702 At 671
A wje] A5l o £ AIE Bl
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